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OpenTech assigns permission levels to Users as requested by the customer. There are four levels of use:

e Account Administrator

Complete access to all features for all of the account’s facilities and can add Users at all levels.

¢ Regional Manager

Complete access to all features for assigned facilities (only); cannot add Users.

¢ Facility Manager

Access to assigned facility to view activity and reports; limited ability to modify setting; cannot add Users
¢ Installer/LiveAgent (uncommon)
Rarely created, these offer specific and limited access; if you have questions, contact us.

This guide addresses commonly used features that are uniquely accessible by Account Administrators and/or
Regional Managers. There is a separate guide for Facility Managers, with more details about some features, available
in the OpenTech Help Center. Select from a variety of CIA documents and videos.

These guides do not describe every feature or option, and some actions are performed in partnership with an
OpenTech technician. However, the Control Center is designed to be intuitive and all Users are encouraged to
explore it and become familiar with the available features. Users are always invited to contact us for support.

OPENTECH IoE

INTERNET OF EVERYTHING

AdminUserGuide-loEControlCenter

Logging into the Control Center

https://portal.insomniaccia.com

Enter the correct Control Center credentials to open the site. For
misplaced/forgotten passwords, click the LOGIN button, then click Forgot your
password to reset.

To change a password, log in and select your name at the top right corner of the
screen. Then click User Settings and the CHANGE PASSWORD button. Follow the
instructions.

Page 3 of 14 2022-05-24
Go to Top


https://opentechalliancesupport.zendesk.com/hc/en-us/categories/115001966887-OpenTech-IoE-Internet-of-Everything-Platform
https://portal.insomniaccia.com/

iance. 2101 W Peoria Ave, Suite 100, Phoenix, AZ 85029 | 602.749.9370 | www.opentechalliance.com

OPENTECH IoE Navigation Pane

NHOTIFICATION CENTER

The navigation pane on the left side of the Control Center is where all Users start
for all activities.

PORTFOLIO OVERYIEW . . . . .
Many Administrator and Regional Manager User functions are located in the
Administration and Configuration sections of the navigation pane, but Users also
perform actions in the Portfolio Overview and Account [Name] section.
ADMINISTRATION

The Notification Center indicates when there is a message from OpenTech or the
system

CONFIGURATION

NOTE! All tabs with submenus (Portfolio Overview, Administration,
Facility Name) have arrows that must be clicked to view the submenus.

OPENTECH

Portfolio Overview Tab

The Portfolio Overview section allows Account Administrators to
see multiple charts and graphs across the board.

OPENTECH IoE

]:1 NOTIFICATION CENTER
Click Portfolio Overview, then the arrow to show all options. Click
Dashboard to bring up the Visit Metrics menu. Select the Facility

S — and Visitor types to customize the view.

OpenTech

DASHBOARD Facilities Customers Click on Date in the corner of any overview to adjust the time and
10 816 date range for the view. See examples on the next page.

Filters

= FACILITY
= VIEITOR TYPEZ

ADMIMISTRATION

CONFIGURATION

| number of unique visits

/ents
the total number of loitering events.

Note: click this arrow ‘on any Control Center screen to return to the top.
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m H 2 pate
Current month visit metrics will be available at the end of the month.
Legend
(]
Visits will be displayed after 24 hours of completion.
January 1st, 2022 - January 31st, 2022
L [
.
s 1]
[ [ |
[ |
Displays the average number of visits for each month for the past 10 years
Legend
OPENTECH IloE
NOTIFICATION GENTER
o L L
Administration Tab
E USERS
PORTFOLIG OVERVIEW .
FACILITIES Add, Edlt, Delete Users
APPLICATION AUTHORIZ Account Administrator permissions are required to add, edit

or delete other Users. Click Administration in the navigation
pane, then click Configuration and Users on the submenu.

ADMINISTRATION N

AMAZOM ALEXA

CONFIGURATION

DANINCE LOCK

EMARTEYE
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LAST NAME COMPANY
E1  ADMINISTRATION AccountAdmin3 OpenTech Labs
CON TION Adams
Admins OpenTech Labs
ZZ  ADD USER x
Role -
United v +1 e &

= company = ragiry ml ‘
EMAIL ROLE STATUS ACTIONS
cia.ota.qa+auto_account_sdmi Account Administratar Disabled Revioul |
System Administrator Enabled 01T ugER
. oELETE vBE |
cia,otz gz +accadmin1003 @ Account Administratar Diszbled

Click Add User and fill in all * fields on the pop-
up screen.

Note: Mobile phone information is not
required but must be entered here for the new
User to receive text alerts for the account. After
the fields are filled out, click Save.

The new User will receive a confirmation email
from admin@insomniaccia.com, containing a
link to “Confirm My Account.”

enabled
Confirm your INSOMNIAC Centralized Intelligent Access (CIA)
Account
Cancel | save e Note: The link to create a new password will
A® . . . .
= expire in 72 hours and the User will need to
request a new link using “Forgot Password.”
Password link expires in 72 hours. If you have not set your password within the 72 hour window,
please click on "Forgot Password” to generate a new link.
Thank you,
IN \C CIA Administrators
OpenTech Alliance wy penTechAlliance.com
O OpenTech
Alliance.
Edit or Delete a User
Select the applicable User, then click Actions and select Edit or
e Delete. Follow the prompts.
bid
United States =+
enabled
Cancel Save

AdminUserGuide-loEControlCenter
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NOTIFICATION CENTER

PORTFOLIO OVERVIEW

ADMINISTRATION

CLEAR CURRENT FACILITY

@ cowrinuRsTION | oRENTECH

= aENERAL

Facility Address

Property Number

Status

Email

linquent Tenants
Phone Number i !
B o raciuTy

IoESTC@opentechalliance com
United States - +1 (480) 5165118
T BYNC GATEWAY
2101 W Peoria Ave

United States -
Phoenix

(GMT-07:00) Arizona

https://opentechalliance.com

AdminUserGuide-loEControlCenter

Configuration

Most configuration is completed during the Onboarding process but
Administrators and Regional Managers can modify most (not all) settings.
Facility Managers have very limited access to these features.

Arizona

850294934
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Account [Name] Tab

This will show the name of your facility (“"OPENTECH" in the examples). Click
the arrow to show the submenu. Configuration is a commonly used
function in the Account [Name] section.

Click General to bring up the general information screen.

Click the Edit button to make changes:

Contact Email
This email address displays in the Storage
Genie Application.

Phone Number
This Number displays in the Storage Genie
Application.

Address

This Address displays in the Storage Genie
Application and is used for support when
pulling up the facility in Control Center.

Facility Timezone
Should be correctly preconfigured but also
may be modified.

Storage Genie Payment Link
If provided, this Link will send tenants to the
facility's online payment portal.
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CONFIGURATION Time Schedules and HOIidays

= GCEMERAL

VICE PAIRINCE

| SMARTSPAGE

FABILITY SETTINES Delete or Edit Schedules.

KEYFPAD MESSACES

ACCEES AREAS

Click Time Schedules to see all the available time schedules pulled from your Property
Management System.

Add, Edit or Delete Time Schedules

To add a new (non-tenant, non-PMS) schedule, click Add Time Schedule. This might be
used for access by managers, landscapers, maintenance crews, etc.

To edit or delete a schedule, click on the applicable schedule, click Actions and select

WF DELETE TIME ECHEDULES

PMS TIMEZONE IDENTIFIER

0

Time Schedules listed below wi

this selection?
¢ Accounting Hours
1 item selected
Cance Delete

AdminUserGuide-loEControlCenter

be deleted. Are you sur

382
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ACTIONS

ssssssssssssssss

zzzzz

CANCEL

Delete a Time Schedule

Click Delete Time Schedule to pop up a
confirmation screen; click Delete to remove the
selected schedule.

IMPORTANT! For PMS systems using APIs,
Control Center time schedules and access
profiles must match exactly what is in the
PMS. Mismatches can cause communication
errors. To determine if a PMS uses an API, go
to the Facility’'s Dashboard, scroll down to
UNIT STATUS to find the CUSTOMERS chart.
Click Tenants - if email and phone details are
displayed, the PMS is using an API.
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@  EbIT TIME scHEDULE

Accounting Hours
P TiemaZens lden
2
From To
05:00 AM 07:00 PM
Menday Manday
05:00 AM 07:00 PM
Tuasday Tuesday
05:00 AM 07:00 PM
Nedresdsy Vedresdsy
03:00 AM 07:00 PM
Thursday Tharsday
03:00 AM 07:00 PM
Frida Frda
03:00 AM 07:00 PM
05:00 AM 07:00 PM
Hoda Mo,
05:00 AM 07:00 PM
Cancel Save

Allowed Access Time
1B 24 Hours

B 24 Hours

B 24 Hours

W 24 Hours

B 24 Hours

W 24 Hours

W 24 Hours

1B 24 Hours

B No Access

W No Access

B No Access

B No Access

B No Access

B No Access

B No Access

2B No Access

AdminUserGuide-loEControlCenter

Enter Holidays
Click the Holidays tab and select Add Holiday to manually enter Holidays.

Edit a Time Schedule

Click Edit Time Schedule to bring up a screen for
editing. Manually enter the new times. To update
all days with the same schedule, update Sunday’s
hours and click Copy.

Note: “0” in the PMS indicates Default 24-hour
Access for most property management systems.

Important: Holiday hours apply only to holidays
that have been manually entered (see next
section).

Important: By default, Holidays are not assigned in the Control Center and must be
individually added. Holiday Hours only apply to Holidays that have been entered

manually into the Control Center.
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Devices and Device Pairing

Devices are the units of hardware equipment used for the CIA access system
and include the Gateway Controller (GWC), keypads, relays and individual unit

alarm boards.

Device Changes
Administrators and Regional Managers can rename devices and adjust keypad
beacon strength (to improve Bluetooth connectivity with Storage Genie). They
also can add new devices, but it is recommended to work with a technician

unless properly trained.

Click Devices to bring up the list of devices and options.

DESCRIFTION

Accountin g keypad

General Storage Keypad

IT Office keypad

Back Entrance Keypad

DEVICE TYPE

Keypad Device

Keyped Device

Keyped Device

Keyped Device

PAIRED

T coroewice

@ s2sic infe

General Storage Keypad

Cancel Save

e fdvanced Semings

Predictive Maintenance

RSION

AdminUserGuide-loEControlCenter
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FIRMWARE VERSION ACTIONS

fu 53 BELETE DEVICE

CANCEL

fw 55 azrions v

Add New Device

Caution: successful installs require specific training; it
is recommended to work with a technician. Contact us
for information.

Delete Device
Caution: be sure you select the correct device. Click
Actions and Delete Device, then click to confirm.

Edit Device

Select the correct device, click Actions and Edit Device.
On the pop-up screen, rename the device in the
Device Description field and adjust the beacon signal
Strength using the slider.

Note: Increasing beacon signal strength does not fix
Bluetooth failures on mobile phones/tablets or
connection issues (for Apple devices) when a new 10S
release is not configured for Storage Genie. Contact us
if multiple tenants cannot connect at all.

2022-05-24
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There are times when manual pairing of devices is required (devices were not paired when received). Look for the
“Pairing Unpaired CIA Equipment” Guide in the OpenTech Help Center.

Facility Settings

Click this tab to bring up a page with several settings that Administrators and Regional Managers can modify.
Most are related to how tenants will be permitted to exit the facility and they all include descriptions.

CONFIGURATION

= GEMERAL

(3 TIME SCHEDULES

HOLIDAYS

N FACILITY SETTINGS

ACTIOH CROUPS The "start” of each visitor access code at keypads. Options are *, # or None.

AdminUserGuide-loEControlCenter Page 11 of 14

Options include:

e Formatting for access codes, including
start and end characters (defaults are * to
start and # to end)

Important: when access code formats are
changed, Open Hours Welcome Messages
also must be changed (see next section)

e How soon to mark someone who entered
with a code as having exited (e.g. when
there is no exit keypad or tenants tailgate
out)

e Enabling “Key Press Input Masking” which
hides code numbers as they are entered and
dlSp'ayS *kkkkk

¢ Enabling Weigand devices (e.g. card
readers)

¢ Conditions when Exiting is allowed -
default allows tenant and visitors to exit at
any time and disabling this requires multiple
settings to be toggled to No.

2022-05-24
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Each Keypad message may be edited. Shortcuts called Tag Replacements (shown below) are available to save space
on the keypad message but Please Note! Entering a Tag Replacement code with an open bracket can cause

IRREVERSIBLE DAMAGE to the keypad. Contact us with any questions.

CONFIGURATION

£ CONFIGURATION | OPENTECH

CEMERAL
B KEYPAD MESSAGES
Ly TIME SCHEDULES

HOLID Filter

DESCRIPTION

PAIRINCE

Open Hours Welcome
" EMARTEPACE
Closed Hours Welcome

Offline

Disabled

B EDIT KEYPAD MESSAGE

ACTIONS

ACTIONS ¥

EDIT KEYPAD MESSAGES

CANCEL

floNs ~

Locked Out

@ ACTION CROUPS

Cancel

floNs

Message Tag Replacements @
${keybuf} - Keyboard input for the current code
${time} - Current time (HH
${time:} - Time with strftime() format string after the

${mac} - Board MA
S{fwver} - Firmw
S{hwver} - Bozrd harc
${485con} - R5-485 con

on status

Save

Important; If the gate code Format is changed (see above), the Open
Hours Welcome message must be edited. The changes may not take
effect inmediately on the keypad display screen until the next
scheduled refresh. To sync immediately, go to the General submenu
and click Sync Gateway. Facility Manager also are able to do this.

AdminUserGuide-loEControlCenter
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X CONFIGURATION | OPENTECH

= GENERAL
Facility Address
OpenTech 2101 W Peonia Ave

Phoenix Arizona
Property Number 85029-4934 US

NIA

Staty

© sync oATEWAY x 8

& jent Link
e Gate

.com/

nts
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Spe— Additional Features

P TIME SCREDULES There are other features that Administrators and Regional Managers
roname can access and modify, but there are some that are designed for use
e by technicians: Action Groups, Transition, Access Profiles and Triggers.

NOTIFICATION CENTER

PORTFOLIO OVERVIEW 5 DEVICE PAIRINGS

SMARTSPACE
Iy SeTTinGS Contact us for more information or assistance.
ADMINISTRATION KEYPAD MESSAGES

CONFIGURATION
ACTION GROUPS

TRANSITIONS

PROFILES

B2 OPENTECH

TRIGGERS
DASHBOARD f HONEYWELL LYRIC
VISITORS & UNITS AMAZON ALEXA

P STORAGE GENIE

CLEAR CURRENT FACILITY

AdminUserGuide-loEControlCenter Page 13 of 14 2022-05-24
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For More Information or Assistance

This guide provides a comprehensive introduction to the Control Center but does not cover every feature in detail.
For more information, check out the materials available in our Help Center, or contact one of our experts during
business hours. Thank you for choosing OpenTech and the INSOMNIAC® CIA Gate Access System.

The OpenTech Help Center

Click or tap to explore a variety of CIA documents and videos

Contact us
Support: loESupport@opentechalliance.com
602-773-1700 Option #1 then Option #1
7am-5pm Monday-Friday (Arizona-MST)
Training: IoESTC@opentechalliance.com
7am-4pm Monday-Friday (Arizona-MST)
AdminUserGuide-loEControlCenter Page 14 of 14 2022-05-24
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