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DaVinci Lock System — Overview

OpenTech IoE Release 17 introduces a new Integration between the DaVinci Lock® System and
INSOMNIAC CIA. This is the ninth Integration supported by the OpenTech IoE platform. Other
Integrations currently available include: INSOMNIAC CIA (Access control); INSOMNIAC Smart Eye (Security
monitoring); INSOMNIAC SmartDoor (Office analytics); INSOMNIAC SmartGate (Gate

analytics); INSOMNIAC Individual Unit Alarms, HVAC; Call Center; and an Alexa skill.

The DaVinci Lock Integration will allow storage operators to automate tenant notifications during the
rental and overlock process. The Integration with CIA will allow operators to enable text notifications of
unlock codes to tenants when they enter the property after all delinquent fees have been paid, or after a
new unit is rented.

The DaVinci Lock System enables properties to control vacant and delinquent units. DaVinci Locks give
operators flexibility to use a limited number of locks to control their facility. This is not only a benefit for
unattended facilities but can also increase the operational efficiencies for managers at traditional self-
storage properties. The added features offered by the Integration will reduce customer frustration, extend
operating hours and allow managers to concentrate on tasks that affect the bottom line.

Facilities that also utilize the INSOMNIAC Live! Call Center Integration with CIA can provide additional
support to tenants. OpenTech's Storage Counselors can access unlock codes and assist customers that
call in when needed. As operators continue to expand unattended and after-hours access, solutions that
automate operational procedures and provide real-time customer support will play an increasingly critical
role.

The OpenTech IoE platform is designed with an open API, or Application Programming Interface, that
allows for Integration with systems and components from different suppliers so that self-storage
operators can always choose the best solutions for their operations. This openness gives operators the
confidence to implement CIA today knowing they will have the freedom to integrate third party locking
devices in the future, if they so choose.

The DaVinci Lock Integration is available at no additional charge for OpenTech INSOMNIAC CIA
customers. A one-time Setup, Training and Customization fee of $29 per facility is required.
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The DaVinci Lock portal (www.davincilock.com) is the system of record for the following:

=  Company:
* One account is created per company in the DaVinci Lock portal.
» DaVinci Lock company (maps to the OpenTech IoE Control Center company).
= Integrations:
= A company can have multiple Integrations.
= Each Integration will have its own ‘APl Key’ and 'API Secret’ that enables communication
with DaVinci Lock and the OpenTech loE Control Center.
* An Integration can map to one or more facilities.
» The Integration must be ‘Enabled’ for DaVinci Lock and the Control Center to
communicate.
» DaVinci Lock Facility
» Created in the DaVinci Lock portal; maps to the corresponding OpenTech facility.
= DaVinci Facility ID is used by the OpenTech loE Control Center to access facility
information via the API.
»  Status (facility must be set to ‘Included’ vs. ‘Excluded’ for the DaVinci Lock API to
communicate with the Control Center).
= A facility can have DaVinci locks assigned with:
- Unit Number
- Lock Serial Number
- Unlock Code
- Status (Available [Default], Assigned to Overlock, Assigned to Vacant Unit, Lost,
Returned to Dropbox, Tenant Using Lock, Damaged)
= Tenants
= Map to a Company => Facility / Facilities => Unit(s).
= Can be a new tenant entering a vacant unit or a delinquent tenant trying to access their

unit.

The following shows how to configure DaVinci Lock in the OpenTech IoE Control Center and assumes the
required set up is complete in the DaVinci Lock portal and that DaVinci locks are on hand.
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Alliancen
DaVinci Lock Option Added to Left Navigation Bar

Selecting the DaVinci Lock option from the left navigation launches a new screen to select the

company the DaVinci Lock Integration(s) will be linked to as well as the corresponding facility /
facilities (Administration => Configuration).

OpenTech loE

Configuration

22, Users
Motification Center Facilities
Application Auth...
Honeywell Lyric

Amazon Alexa

DaVinci Lock

é Administration

L Configuration

Select Company

Selecting the DaVinci Lock option from the left navigation will launch a new screen to choose the
company the DaVinci Lock Integration(s) will be linked.

Once a company is selected, Admin user will be brought to the DaVinci Lock Integration List view.

2 Administration

@j}utﬁqd Lock

companies
DaVinci integrat

egrations are tied to a compan

y. Please select

w
]
]
1
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DaVinci Lock Integration List View

= The DaVinci Lock Integrations List view includes the following fields:
= [Integration] Name
= [Integration] Status (Enabled or Disabled)
= Actions (reflects enhancements to the User Interface updated in Release 17)

= The DaVinci Lock Integration List view includes the following functionality:
= Actions (Drop Down List)
- View Facilities (linked to the DaVinci Lock Integration)
- Edit Integration
- Delete Integration
- Cancel
= Add DaVinci Lock Integration

» Select 'Edit Integration’ from the Actions Drop Down List to see API Secret as it is intentionally not

included in the DaVinci Lock Integration List view.

8 Administration

@ﬁmﬁud Lock_

integrations

To manage your DaVinci Integrations, start by connacting your DaVinci account
Click Add Integration to begin.
Learn more {https:/fwww davincilock com/AccountHowltWorks)

Q, Filter X Add Integration

DaVinci Integrations
Name Status Actions

Storage West Enabled Actions
View Facilities

Items per page of 1 Page 10f 1
Edit Integration

Delete Integration

Cancel
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Add DaVinci Lock Integration

»  When creating a DaVinci Lock Integration, the following input is required:

*= Name [of Integration]

= APl Key - obtained from DaVinci Lock portal (www.DaVinciLock.com)

» API Secret - obtained from DaVinci Lock portal (www.DaVinciLock.com)
» DaVinci Lock Integration can be saved or Admin user can cancel out.

@ Add DaVinci Integration ]
Name
APl Key s
APl Secret * s
Cancel Saye equired

Edit DaVinci Lock Integration

» The following required fields can be updated:
* Name [of Integration]
» APl Key - obtained from the DaVinci Lock portal (www.DaVinciLock.com)
= API Secret - obtained from the DaVinci Lock portal (www.DaVinciLock.com)

» Updated Integration can be saved or Admin user can cancel out.

» If a DaVinci Lock Integration was created when the Edit window is displayed, then API Key and API
Secret credentials are systematically validated:
= If API Key/API Secret are valid, then status of 'Authenticated’ will be Green.
= |f API Key/API Secret are Invalid, then status of 'Not Authenticated’ will be Red.

= Both have to be valid for indicator to be Green else would show as Red.
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= Integration Status:

= Enabled - Indicates the DaVinci Lock Integration is allowed

= Disabled - Indicates the DaVinci Lock Integration is deactivated

= Status is being retrieved from DaVinci Lock:
- The Control Center authenticates via the DaVinci Lock APl using APl Key/API Secret.
- These credentials are used whenever an API call is made to DaVinci Lock.
- If a call to DaVinci Lock is attempted and it cannot complete due to an authentication

failure, the state will systematically be confirmed as ‘Not Authenticated'.

@ Edit DaVinci Integration %

Mame

Storage West]

hndZPGjc9kHNTaHDlwo5jdFbJ2ChOIW goNIUDAkjSyy\W Authenticated

EVRIOsLOSUzXrFS2MohyvBeTXhdWvl OzloxYEM2959XE

enabled

Cancel Save

Delete DaVinci Lock Integration

= Admin user can delete a DaVinci Lock Integration for the selected company.
= If the Delete operation is selected, a warning message will display to caution the Admin user that

removing will cause the DaVinci Lock Integration to no longer function.
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= [elete DaVinci Integrations w
DaVinci Integrations listed below will be deleted. Are you sure of this selection?
o Storage West

(1 item selected)

Cancel Delete

DaVinci Lock Facilities List View

= The DaVinci Lock Integrations Facilities List view includes the following fields:

= DaVinci Lock Facility Name (obtained from DaVinci Lock portal (www.DaVinciLock.com)
= DaVinci Lock Facility ID (obtained from DaVinci Lock portal (www.DaVinciLock.com)

=  Status
= Actions (reflects user interface enhancements as part of R17)

»= The DaVinci Lock Integration List view includes the following functionality:
= Actions
- Edit Facility
- Cancel

» The ability to Add or Delete a DaVinci Lock facility was intentionally removed from the Facilities List
view leaving only Edit because any DaVinci Lock facility added or deleted will be reflected in the List

view.

» The Status indicator in the upper right hand corner of the DaVinci Lock Integration Facilities
screen displays the following:
= Inactive for # days
= Refreshed # minutes ago; global system polling interval currently set to 10 minutes
= If APl Key/API Secret are valid, then status of 'Authenticated’ will be Green
= If APl Key/API Secret are Invalid, then status of 'Authenticated’ will be Red
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%Pa\ﬁqci Lock

integrations > facilities

Storage West
Q, Filter

DaVinci Facilities
DaVinci Facility Name DaVinci Facility ID

Storage Location 1

‘Storage Location 2 eafcd8d9-Tefe-4111-3414-657276

77c12725-5{75-409e-9c72-65040...

OpenTech Labs

Facility Name Status

Super Storage

Best Storage Refreshed 7 minutes ago

Refreshed 7 minutes ago

Refreshed 7 minutes ago
Authenticated

Actions

Actions

Actions v

Edit Facility

Cancel

Refreshed 2 minutes ago
Authenticated

Edit DaVinci Lock Facility

= ‘Facility’ is the only field that can be edited for the selected Integration.

= 'DaVinci Facility Name’ and ‘DaVinci Facility ID" are read-only fields.

= Updated Facility Name can be saved or Admin user can cancel out.

= Status - Indicates whether text messaging for this facility has been enabled (or disabled) for the

purpose of sending an overlock code to delinquent or new tenant.
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@ Edit DaVinci Lock Facility %

enabled

Cancel Save

Text Tenant DaVinci Lock Overlock Combination

= The DaVinci APl will be invoked to retrieve the lock combination code:
e |f DELINQUENT or NEW tenant gains access to their facility:
= Then API calls are invoked to interrogate if there is an active Integration for the
company the facility is related to AND the lock assigned to the unit is not in
“Returned to Dropbox” state.
= If yes, then text tenant the overlock combination with message.

» 'Text Delinquent Tenants’ should also be enabled at the facility level so that delinquent tenant will
receive a reminder e-mail along with Storage Genie payment link provided a payment link was added.

» The default setting for Text Delinquent Tenant when a new facility is created is ‘disabled’; however,
the status can be updated by editing the facility.

» For automation text notification, the Property Management System must send the tenant’s mobile
phone number to the CIA system.

» Refer to Administration => Facilities => Facility => Add or Edit for “Text Delinquent Tenants’ toggle.
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B Add Facility x
Storag.e'»'v'est Property Numbe
Super Storage -
F'ElL.I|. \-.f'ller
United Sts.r,es w +1 (908) .268-6?81 x

Dunlap Avenue Address Line 2

United States - Arizona

Scottsdale 85396

O o

Facility Timezone

(GMT-07:00) Arizona -

enabled enabled

Cancel Save \

e The following screen shot shows an example of a text message sent to a tenant who has a DaVinci

Lock on their unit:

Ctnrana \Mact Carilitv

Unit 100 contains a lock
with serial 7551N559.
Use combination 6515
to unlock.

Please return lock to the
drop box located at the
front of the facility. For
help, contact the facility
at

O® = @@
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Return DaVinci Lock to Drop Box
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*  Once the tenant receives the DaVinci unlock code via text message and gains access to their unit,
the tenant should return the lock to the facility’s designated Drop Box.

* The OpenTech IoE system will post an API request to DaVinci Lock to update that lock’s
status to ‘Returned to Dropbox’. The Control Center will then pick up that new status on the

next system refresh.

View Unit Unlock Code & Serial Number (Unit Status Dashboard Widget)

* Inlieu of a report, a new Dashboard widget is available for Control Center and Live Agent users

displaying:
» Rented, Vacant and Delinquent Units
= Status indicator for DaVinci Lock Integration

= [f facility is included in DaVinci Lock API:

=  Add DaVinci Lock Serial Number and Unlock Code columns to Rented, Vacant and

Delinquent Units widget accordingly

= DaVinci Lock Serial Number and Unlock Code are read-only

» DaVinci Lock Serial Number and Unlock Code will show in the Dashboard Units widget only when

there is a DaVinci Lock Integration.

nant Using Lock .
<2 Drophe

eturned to Dropbox
—

@ Returned to Dropbox

Unit Number Lock Serial Code

721 H57JE751

732 H792J792

A0z7 T7IFTTIF

Lock Code

8519

9727

1481

Lock Status

Returned to Dropbox

Returned to Dropbox

Returned to Dropbox
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